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1. Introduction

The Integrated Trusted Registration Application (ITRA) is a system
for creating, recovering, and maintaining PKI credentials. The client
component of this system (the ITRA Client) is a PKI-token enabled
Java client. The client workstation requires only that an approved
token reader and driver be installed, along with an appropriately
installed Java and PKI Token (iKey or eToken) reader and driver
(such as SafeNet).

This document is a task-based user guide for ITRA-SC, which
demonstrates the steps required to create/maintain user tokens (iKey
or eToken). The appendices cover common issues, some error
messages that may be received while running ITRA in either mode of
operation, their possible solutions, and general troubleshooting.

1.1 Assurance Levels

Irtemet

Connedivity

Java

Dj

PRI Token
Reader & Driver

ITRA Client

ITRA currently supports token creation and maintenance of credentials at the following

assurance levels:

Level-1/Rudimentary-Assurance Credentials:

e Do not require in-person proofing or a Trusted Registration Agent (TRA)

e End- users may create or recover their Level-1 tokens by using Self Service

Create/Recover procedure

e End- users may update their Level-1 tokens and PINs by using Self Service Update

procedure

e Example Level-1 application — TCIS, DebtCheck

Level-3/Medium Hardware-Assurance Credentials:

e In-person proofing required to obtain credential

e Trusted Registration Agent (TRA) required to create or recover Level-3 tokens by using

the TRA Assisted Create/Recovery procedures

e End- users may update their Level-3 tokens and PINs by using Self Service Update

procedure
e Example Level-3 application — SPS, ASAP

Ver. 1.2 Page 1 of 38
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1.2 ITRA Functionalities

Token creation and maintenance within ITRA is accomplished via the following functions:

Self Service Update - Allows end-users to update the certificates, or change the credential PIN
on his/her Level-1 or Level-3 token without assistance from a TRA. This function is primarily
used by end-users to avoid expiration of tokens. Steps for accomplishing this task are captured in
Section 3.

Self Service Create/Recovery - Allows end-users to create or recover his/her Level-1 token.
This function is primarily used by end-users to create a new or recover a non-working Level-1
iKey or eToken. Steps for accomplishing these tasks are captured in Section 4.

TRA Assisted Create/Recovery — Allows a TRA to create or recover a Level-3 token. This
function is primarily used to create or recover a non-working level-3 iKey or eToken. Steps for
accomplishing these tasks are captured in Section 5.

1.3 Supporting Documentation

ITRA Self Contained Installation Guide — dated 31 July 2013.

1.4 Notation Conventions

For reference, the notation conventions used in this manual shall be in the following format:

Bold Bold text without brackets or braces represent Specific menu names,
menu selections, check boxes, data field descriptions within a
form/panel, and the exact names of tabs, panels, screens, and frames.
Do not bold common names (e.g. folder, menu, box, etc.).

0 Example: Select Satellite Tools menu option

Bold text will also be used for exact data entries.
o Example: Enter C:\Program Files\...

<Bold> Bold text appearing between angle brackets represents sequential
or simultaneous keystrokes on a keyboard.
o0 Simultaneous: Press <Ctrl+Alt+Delete>

[Bold] Bold text appearing between square brackets represents a window
button that is selected via a mouse click

<ITALICIZED> Bold ITALICIZED text in caps appearing between angle brackets
represents a variable entry, with underscores between the words. User
substitutes with correct values. Do not use spaces here.
o0 Example: Enter <DATE_AND_TIME>

Ver. 1.2 Page 2 of 38
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2> Arrows are used to indicate sequential menu selections.
o0 Example: Select File - Open

Underline Underlined text represents a World Wide Web hyperlink.
0 Example: Request an Account at this link.

. Quotation marks will be used to indicate system-generated messages,
prompts, window names, etc.
o Example: “Applications” folder
o Example: “Netbackup Installation Type” dialog box

{IMEDIA TITLE[} Media titles will be bold Arial text 10-point font and enclosed in
brackets with vertical bars when referenced within a procedure.

1.5 Keyboard-Based Navigation

If desired, the application can be navigated using only the keyboard or a combination of
keyboard and mouse. The navigation keys and their functions are listed below:

<Tab> - Always moves to the next component (entry blank, button, checkbox).
<CTRL + SHIFT + Tab> - Always moves to the previous component.

<CTRL + Tab> — Always skips to the first item in the next component.

<Space Bar> — Activates dropdown items, radio buttons and checkboxes.

<Alt + <letter>> — Jumps to the component with the letter underlined as a shortcut.

1.6 Helpful Hints

A Helpful Hint icon appears in the left margin throughout this manual. This icon highlights key
instructions, information, and helpful hints. The example below illustrates how the Helpful Hint
icon is used.

Helpful Hint: Do not remove iKey (or eToken) when ITRA is using it to
write certificates. Removing the token while writing may damage the
token.

2. Getting Started with ITRA

The following section will outline the prerequisites needed for users to accomplish the tasks
outlined in this document.

Ver. 1.2 Page 3 of 38
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2.1 Document Assumptions

Unless otherwise noted, it is required that the end user has already logged into the workstation
and has installed the ITRA software prior to executing any task in this document. Installation
requirements and instructions are contained in the ITRA Self Contained Installation Guide.

The ITRA users can get updated ITRA documentation by following the “ITRA Documents” link
from the main ITRA web page, as shown on Figure 2-1.

3

| € ITRA Launch | %5 v B v =] g= v Page~ Safetyv Tools~v i@~

U.S. Department of the Treasury

Warning!

You have accessed a United States Government computer. Unauthorized use of this computer is a
wiclation of Federal law and may subject you to civil and criminal penalties. This computer and the
sutomated systems which run on it are monitored. Individuals are not guaranteed privacy while using
government computers and should, therefore, not expect it. Communications made using this system
may be disclosed as allowead by Federal law.

This web page provides access to the Integrated Trusted Registration Agent (I-TRA) application.

Attention: The non-browser (Self Contained) wersion of ITRA is available. Please contact your
desktop administrators and hawve them install the ITRA Self Contained Application. Web browser
access to ITRA will ne longer be available after September 20, 2014. For additicnal assistance,
contact the Fiscal IT Service Desk: 304-480-7777 or itservicedesk@bpd.treas.gov.

This application provides Self-Service to all PKI users. It provides TRA assisted certificate creation and
recowvery for Level 2 certificates, Self Service for creation and recovery of Level 1 certificates, and Self
Service update for certificate options such as name changes and key pair updates for all certificate
holders.

m

Select a link to continue.

TRA Assisted Create/Recovery - This link is to be used only for the Lewvel 2 applications such
as ITS. SPS, ASAP, PAM, and Debit Gateway.

Self Service Create/Recowvery - This link is to be used only for the Lewvel 1 applications such
as TCIS, TCMM, TCMS, PIR, Debit Check, Do Not Pay, and
JFICS.

Self Service Update - This link is to be used to perform updates such as name

changes, key pair updates and PIN changes for Level 1 and
Level 2 applications.

ITRA Support Tools - This link is to be used to access Support Utilities.

ITRA Documents - This link is to be used to access documents related to ITRA,
such as user manuals, installation instructions, troubleshooting
manuals, etc.

This web page is provided by Buresu of the Fiscal Service as 5 means of accessing applications and disseminating up-to-
darte information about those applications. Any other usage is not authorized.

Accessibility

Figure 2-1 The main ITRA web page contains link to the ITRA Documents
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NOTE: Installing ITRA requires System Administrator permissions. Users must contact
their agency’s system administrator(s) or call the Fiscal IT Service Desk for additional

help.

2.2 Variable Definitions

The following table identifies and defines the various variables required to execute the tasks
contained within this document. Task introduction text will identify which variables are required
to accomplish the steps contained in the table.

Table 2.2-1 Variable Worksheet

Variable

Definition

Value

<Credential PIN>

Password permitting applications access to read
certificates contained on the iKey or eToken.

Required format is:

- 8 Characters minimum

- Alpha-Numeric

- Must contain 1 Uppercase, 1 Lowercase, 1
Numeric, & 1 Special Character

<Reference Number>

8 Digit number provided by EICAM or CA
Administrator. i.e. 14421747

Information can be obtained by contacting the Fiscal
IT Service Desk @ 304-480-7777

<Authorization Code>

12 Alpha-numeric characters provided by EICAM or
CA Administrator. i.e. SSPE-48VP-97XJ

Information can be obtained by contacting the Fiscal
IT Service Desk @ 304-480-7777

A USB token (iKey or eToken) meant to hold users

<User iKey> PKI Level-1 or Level-3 certificates. Used for proof
of credentials or application authentication
A Level-3 USB token (iKey or eToken) containing

<TRA iKey> the _Trusted Registration Agent’s (TRA) PKI
certificates

Ver. 1.2 Page 5 of 38
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2.3

Launch ITRA

Perform the following steps to launch ITRA.
Table 2.3-1 Launch ITRA

Step | Instructions Comments
NOTE: The Start button
icon is different in
Windows XP
Accessories
Adobe A A
Altova MissionKit 2010 Optional: double click on
Canon Printer Uninstaller the icon on your dESktOp:
Catalyst Control Center Documents
DbVisualizer-4.1.1
Financial Management Service Pictures o
Games H;ﬁ"'
Music F
Google Chrome Launch ITEA
IBM Installation Manager 5 Self Contal...
IBM Lotus Sametime Connect T
IBM Raticnal -
1 IBM Rational ClearCase Eoshtlfa
IEM Rational ClearQuest Devices and Printers
ITRA
. ITRA - Self Contained (ITRA-5C) Default Programs
i5! Change ITRA - Self Contained (ITRA
4 Launch ITRA Self Contained Help and Support
Lotus Applications
Maintenance
4 Back
| Search programs and files
Click start -> All Programs -> ITRA -> ITRA — Self Contained
(ITRA-SC) -> Launch ITRA Self Contained
Ver. 1.2 Page 6 of 38
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Step

Instructions

Comments

[ B
| £ Integrated Trusted Registration Application - Self Contained {I[R.A—SC_EI“@Q

ITRA Activity Selection

Warning!

You have accessed a United States Government computer. Unauthorized use of this computer is a violation of Federal law and may
subject you to civil and criminal penalties. This computer and the automated systems which run on it are monitored. Individuals are not
guaranteed privacy while using government computers and should, therefore, not expect it. Communications made using this system may
be disdosed as allowed by Federal law.

This web page provides access to the Integrated Trusted Registration Agent (I-TRA) application.

This application provides Self-Service to all PKI users. It provides TRA assisted certificate creation and recovery for Level 3 certificates,
Self Service for creation and recovery of Level 1 certificates, and Self Service update for certificate options such as name changes and
key pair updates for all certificate holders.

Select a link to continue.

TRA Assisted Create/Recovery - This link is to be used only for the Level 3 applications such as SPS, ASAP, and ITS.
Self Service Create/Recovery J;:ES link is to be used only for the Level 1 applications such as TCIS, DebtChedk, and
5 - This link is to be used to perform updates such as name changes, key pair updates and
EsibEanicsUndale PIM changes for Level 1 and Level 3 applications.

Exit

TTRA Additional External Resources

Additional ITRA resources, such as documentation, notifications, or utilities can be found on the main ITRA web portal. To access these
resources, please go to the URL below in your web browser:

hitps:// itra.fms treas.gov

Figure 2-2 Main ITRA Self Contained screen

ITRA Self Contained main screen opens.

Clicking on button [Exit]
will close the ITRA-SC
window.

The other three buttons
will start the appropriate
ITRA actions:

¢ [TRA Assisted
Create/Recovery]

o [Self Service
Create/Recovery]

o [Self Service Update]

3.

Self Service Update

“ITRA Self Service Update” feature allows users to update their token with a new certificate
and/or PIN when it is needed, without third party assistance. This section details the procedure to
update the token and/or change their PIN. By following this procedure the user can avoid
expiration of their token.

There are two primary forms of certificate update notifications. The first form is the end user
receives an email from the issuing certificate authority stating their certificates/tokens are in need
of an update. There are several reasons why tokens/certificates would require an update, the
most common ones are: changes to certificate expiration, information added/removed from
certificates, or the user’s PIN needs to be changed or has expired.

The second notification method would be via the “User Credential Status prompt” (Figure 3-1),
when user logs into ITRA with the iKey or eToken:

Ver. 1.2
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LOGIN NOTIFICATION:  {&4)

Token PN expires on Tue Sep 26 12:42:57 EDT 2006,

An update ko the PET credential required by Thu Sep 21 07:51:15 EDT 2006.
Signature certificate requires updating,

Signature key requires updating.

A Forced-Update operation is pending.

Credential management can be performed by selecting Update below.

IF wou have any guestions about this login notification, please contact your
helpdesk.

The Following options are available:

Update (if enabled) - Update vour PKI credential, then continue. ..

Skip Update (if enabled) - Skip all pending updates and attempt to continue...
Save to File - Save this information to a file and remain at this screen. ..

Exit - Immediakely quit this pragram. ..

[ Lpdate ][ Skip Updake ][ Save To File ]| Exit ]

| £ User Credential Status ﬁ

Figure 3-1- User Credential Status with pending updates

3.1 Self Service Login

Perform the following steps to check if your ITRA token (Level-1 or Level-3) needs to be
updated. When any updates are pending for your PKI credentials, you will be given an
opportunity to update your ITRA token. The following variables are required to accomplish

these steps: <User iKey>, <Credential PIN>
Table 3.1-1 Self Service Update

Step | Instructions

Comments

1. Launch ITRA

Section 2.3 contains execution
steps

2. Insert your <User iKey> and click [Self Service Update]

Ver. 1.2 Page 8 of 38
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Step | Instructions Comments
Warning Message @
You have accessed a United States Government computer. Unauthorized use of this
l ! computer is a viclation of Federal law and may subject you to civil and criminal penalties.
This computer and the automated systerns which run on it are monitored. Individuals are not
3' guaranteed privacy while using government computers and should, therefore, not expect it.
Communications made using this system may be disclosed as allowed by Federal law.
Read the Warning Message and click [OK]
If multiple tokens are connected
to your computer, you will be
' i prompted to select the
PKI Credential PIN Dialog [ appropriate token from “PKI
@R Enter credential PIN: Toke_n Selection Dialog” before
L1 ] | entering PIN:
4. b
PKI Token Selection Dialog =5
0K
= i | Select the credential you wish to use:
;Slot[ﬂ: Cert01 Forlrina (Cert01 Forlring) v;
- Slot[3]: Cert01 Forlrina (Cert01 Forlrina)
Enter your <Credential PIN>
Figure 3-2 Token selection
| £:| Information: @
5 Logging into credential. Please wait. ..

Please be patient while ITRA logs in, which could take

several seconds.

Ver. 1.2 Page 9 of 38
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Step | Instructions Comments
|4 User Credential Status == Npte 1: this notlf]catlon dialog
will only appear if the
SLECIIERAILE LR credentials updates are pending
Encryption certificate requires updating. for user’s PKI token.
Signature certificate requires updating. Otherwise, this and next StepS
Credential management can be performed by selecting Update below, WI” be Sklpped and the user
will be taken directly to
If you hawve any questions about this login notification, please contact your Step 10
helpdesk. ep '
6. Note 2: the button [Skip
Update] is disabled when
The folowing options are available: UpdateS are required to
Update (if enabled) - Update your PKI credential, then continue. .. .
Skip Update (if enabled) - Skip all pending updates and attempt to continue. .. continue.
Save to File - Save this information to a file and remain at this screen...
Exdt - Immediatsly quit this program... Optional: Click on button [Save
_ _ _ To File]: the content of the
il ] |Spiptoie| | SaveTofie | | Eti) displayed User Credential
- Status will be saved to local
Click [Update] .
file.
| £ Information: @
1. Validating credential. Please wait...
Wait for Credential Validation to finish
| £:| Information: @
Performing automated credential management. Please wait.
8. This might take about 3-10 minutes.
Wait for Credential Update to finish
Message =] Credential update is complete.
Credentials were updated:
One or more existing keys/certificates were updated.
9. The decryption/encrypticn key/certificate was updated.

The signing/verification key/certificate was updated.

Credential Update is finished click [OK]
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Step | Instructions

Comments

10.

User Credential Status

Subject Mame: ch_ITRA10

Full Subject DM: cn=ch_ITRA10,0u=HPTI,ou=Contractors,ou=Finandial
Management

Service,ou=Fiscal Service,ou=Department of the Treasury,o=U.5.
Government,c=US5

Credentials Updates Pending:
There are no credential updates pending.

Signing Certificate:
Key Expires: 06/19/2015 20:40 EDT
Issued By: ou=Fiscal Service, ou=Department of the Treasury,o=.5,
Government,c=US5
Subject Alternative Name(s):
rfc@22MName; chase. horvath@fms. treas.gov

Encryption Certificate:
Key Expires: 05/13f2016 16:31EDT
Issued By: ou=Fiscal Service ,ou=Department of the Treasury,o=01.5.

Government,c=US

The following options are available;
0K - Close this dialog,

Save to File - Save displayed information to a file and remain at this dialog.

Change PIN - Close current dialog and start Change PIM wizard.

| ok || saveToFie || ChangePIN

Figure 3-3 User Credential Status Information

Review the User Credential Status screen and click [OK]
to close the window.

Options:

1. Click on button [Save To
File]: the content of the
displayed User Credential
Status will be saved to local
file.

2. Click on button [Change
PIN]: follow steps outlined
in Section 3.2.

3.2 Change Credential PIN

Since the credential PIN is the equivalent to a credential’s password,; it is strongly recommended
users change their credential PIN, in accordance with the organizations password policy, i.e.
every 60 or 90 days.

This process can be started only within Self Service Update ITRA function. The following
steps outline the preferred method for users to change a level-1 or level-3 token’s credential PIN.

Step | Instructions

Comments

Perform Self Service Login with your token.
The expected result is the Figure 3-3 User Credential

Section 3.1 contains execution

1 Status Information. steps
Click on button [Change PIN].
Ver. 1.2 Page 11 of 38
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Step | Instructions Comments
r : - ) The new PIN must meet all of
P ] the complexity rules set for
'0' PIM creation rules: your agency and _dlsplayeg
& PIN must not repeat any of the prior 8 PINs under “PIN Cr_eatlon_ rules”. The
minimum length: 8 characters actual rules mlght differ _from
must include non-alphanumeric character the example shown on FlgUfe
must include upper-case character 3-4
must include lower-case character
must include a number
PIMs never expire
2. Enter new PIM for credential:
Confirm new PIN:
!
Figure 3-4 PKI Credential PIN (Change) Dialog
Enter the new PIN in both boxes and click [OK] to
continue.
[ PKI Credential PIN Dialog - | If the PIN entered does not
- meet the complexity
,-0-| PIN creation rules: requirements listed under “PIN
"W PIN must not repeat any of the prior 8 PINs Rules” a pop-up window will
minimum length: & characters appear to indicate which rule
must include non-alphanumeric character has been broken. See Figure 3-5
must include upper-case character for an example' .
must include lower-case character '
must include a number Waring Meseoge X
PIMs never expire
3 l . PIN not compliant: PIN must contain an upper case character!
) Enter new PIN for credential:
Confi w PIM: . .
in“r:n:::'\ Figure 3-5 PIN Not Compliant
[(ok | [ cancal | Click [OK] tq return to_the
“PKI Credential PIN Dialog” to
- try again.
The PIN will appear as a series of asterisks for security
purposes.
Click [OK]
Ver. 1.2 Page 12 of 38
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Step | Instructions Comments
|£) Information: I,-?h,l
4 Changing PIM. Please wait...

Please be patient while the PIN is being changed, which
could take several seconds.

[ Message [_Ji:h |

PIM Changed Successfully.

Click [OK] to exit the ITRA.

Helpful Hint: At any time during the PIN change process the user may cancel
the PIN change request by clicking the “Cancel” button. When the process is
cancelled, ITRA will display the “Change PIN Cancellation”. (Figure 3-6) The
application will close, requiring the user to log in again if needed.

a -

Warning Message I,i:h,l

You have cancelled your request to change your PIM,

Your PIM has not been changed.

Yy

Figure 3-6 Change PIN Cancellation

4. Self Service Create/Recovery

‘ITRA Self Service Create/Recovery” feature allows users to create or recover his/her
Rudimentary (aka Level-1) token with a new certificate, with no outside assistance. The
following section details the procedure for users to follow for creating/recovering their token.

The following steps will create or recover a user’s Rudimentary (aka Level-1) token. The
following is required to accomplish these steps: <User iKey>, <Credential PIN>, <Reference
Number>, <Authorization Code>
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Helpful Hint: If there is no keyboard activity (mouse movement or
keyboard entry) for 20 consecutive minutes, ITRA automatically,
without prior warning, logs a user out.

Table 3.2-1 Self Service Create/Recovery

Step | Instructions Comments

1 Launch ITRA Section 2.3 contains execution

steps
2. Click [Self Service Create/Recovery]
3 Epsure your token_is_inser_ted into the USB Reader and a | | s
light on the token is illuminated. "

Warning Message @

! You have accessed a United States Government computer. Unauthorized use of this

computer is a violation of Federal law and may subject you to civil and criminal penalties.

This computer and the automated systems which run on it are monitored. Individuals are not
4, guaranteed privacy while using government computers and should, therefore, not expect it.

Communications made using this system may be disclosed as allowed by Federal law.

Exit

Read the Warning Message and click [OK]
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Step | Instructions Comments
|| Integrated Trusted Registration Application “seif Containea (T SO Ellsessll | Note: <Reference Number>
Self-Service Create/Recover PKI Credential and <Authorization Code> can
Please enter the credential information: be obtained by Contacting the
End User: Please enter the following information: Fiscal IT Service _DeSk @ 304-
480-7777 and asking for “your
Reference Number: Eetrees Token’s Activation Codes”
guthorization Code: (Three groups of four alpha-numeric characters) 0
Create PIN: (See the rules below)
COI’IﬁI’ITI PIN: {(Must exactly match the PIN above)
PIN Rules: . .
minimum length- 8 characters m <Credent|a| PIN>
must include non-alphanumeric character required format is described on
must include upper-case character the screen Under ,.PIN RUleS"'
must include lower-case character ' '
must include a number - 8 Characters minimum
whitespace is not allowed .
- Alpha-Numeric
S. - Must contain 1 Uppercase, 1
Lowercase, 1 Numeric, & 1
_ cemscesenid | | Special Character
In the field “Reference Number” enter <Reference
Number>
In the field “Authorization Code” enter <Authorization
Code>
In the field “Create PIN” enter <Credential PIN>
In the field “Confirm PIN” enter <Credential PIN>
Click [Continue]
r@ Integrated Trusted Registration Application - Self Contained flTRA-SC}‘ — [ SRR X |
Self-Service Create/Recover PKI Credential
Please enter the credential information:
Gelting authorization. Please wait...
6.
Getting ticket from ticket server,
Wait for the ITRA server to retrieve the authorization for
the credential action.
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Step | Instructions Comments
| £ Integrated Trusted Registration Application - Self Contained (ITRA-SC) ‘Elﬁ‘éj Note: The ITRA Self Service
Self-Service Confirm Credential Application will identify
whether the credential is being
recovered or created. The steps
Credential will be[fecoveredjfor ch_ITRA14 cn_ITRA14. through the application are
e TR s ) identical in both cases. The
screens will state which
End User: Credential will be written to the token with the label [ch_ITRA14]. operatlon_ls bemg performEd
(see the circled word
Confirm that the name above is correct and press CONTINUE to proceed. “recovered” in the Snapshot —it
£ In case of an error, press CANCEL to return to the previous screen, or press EXIT will be repl_aced Wlth created
fo end this session. for credential being created.)
Continue ‘ | Cancel || Exit |
Retrieved valid authorization,
Review the displayed information and confirm the user’s
name at the end of the first line.
Click [Continue] to proceed.
| £/ Integrated Trusted Registration Application - Self Contained (ITRA-5C) S &1 If multlple tokens are Connected
Self-Service Select Token to your computer, you will be
prompted to select the
) appropriate token from “PKI
Token selected: [ch_ITRA14(serial:88064605)]. Token Selection Dialog,, (Same
End User: Credential will be written to the selected token. This foken as Figure 3-2) To confirm the
will be overwritten. The current contents will be destroyed. H HER
Press CONTINUE to proceed or EXIT to end this session. C(.)rreCt SeIeCt.Ion’ utilize the
displayed serial number for
8 Press RE-SCAN to insert another token and re-scan tokens again. token identification.
To replace the incorrectly
selected token, re-insert the
' | correct token and click button
[Re-Scan].
Continue | ‘ Re-Scan | ‘ Exit |
Checking End User token.
Confirm the correct token was selected and click
[Continue]
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Step | Instructions Comments
P|i| Integrated Trusted Registration Application - Self Contained (ITRA-5C) l =N X I Whl Ie the System Crea‘tes (Or
Self-Service Create/Recover PKI Credential recovers) the credential, the
status message will display
information about the specific
_ step that is being performed, in
Recovering credential for ch_ITRA14 ch_ITRA14. the tOp |Eﬁ corner Of the screen
This process may take a couple minutes.
WARNING: Removing the token while | The examples are:
writing may damage the token.
9.
Please be patient...
neryption test cyce: 1of 3
Please wait. This can take a while... Recovering credential.
Wait for ITRA to finish writing the selected credential to
the selected token
|£:| Integrated Trusted Registration Application - Self Contained (ITRA-5C) = | (B | Token iS nOW ready for use.
Self-Service Review Credential
Credential has been successfully recovered for ch_ITRA14 ch_ITRA14.
End User: Please verify the above information is the correct User
name. If there is a discrepancy, please immediately notify the Fiscal IT
Service Desk: 304-480-7777.
Please remove YOUTr token and click OK.
10.

The credentials have been successfully written to your token.
Currently, this application does not allow incorrectly issued credentials to be revoked  In this case
you have to notify the Fiscal IT Service Desk: 304-480-7777.

Done.

Review displayed information for accuracy. Remove
your token from the USB Reader and click [OK].
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5. TRA Assisted Create/Recovery

“TRA Assisted Create/Recovery” permits a Trusted Registration Agent (TRA) to create or
recovery Level-3 tokens for users who require access to Level-3 applications such as SPS,
ASAP, and ITS.

5.1 TRA Assisted Create

NOTE: A TRA is required for this process.

TRAs use the following steps to create a user’s Level-3 token. The following is required to
accomplish these steps: <User iKey>, <Reference Number>, <Authorization Code>, <TRA
iKey>, and two <Credential PIN> (the TRAs and the Users)

Helpful Hint: If there is no keyboard activity (mouse movement or
keyboard entry) for 20 consecutive minutes, ITRA automatically,
without prior warning, logs a user out.

Table 5.1-1 TRA Assisted Create

Step | Instructions Comments

1 Launch ITRA Section 2.3 contains execution

steps
2. Click [TRA Assisted Create/Recovery]
3 Ensure that <TRA iKey> is inserted into the USB Reader 7
' and a light on the token is illuminated. é:;/ \-,5

Warning Message @

! You have accessed a United States Government computer. Unauthorized use of this

computer is a violation of Federal law and may subject you to civil and criminal penalties.

This computer and the automated systems which run on it are monitored. Individuals are not
4, guaranteed privacy while using government computers and should, therefore, not expect it.

Communications made using this system may be disclosed as allowed by Federal law.

Read the Warning Message and click [OK]
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Step | Instructions Comments
( | If multiple tokens are connected
PKI Credential PIN Dialog == P :
to your computer, you will be
o Enter credential PIN: prompted to select the
w appropriate token from “PKI
5. Token Selection Dialog” before
Cancel entering PIN (see Figure 3-2).
Enter the TRA’s <Credential PIN> and click [OK]
Note: if there are updates
pending for the TRA credential,
| ] Information: s the User Crt_edenthl Status _
screen will display information,
6. Logging into credential. Please wait. .. similar to FIgUfe 3-1.1tis
strongly recommended that
TRA perform the pending
Wait for the system to log you in. credentials update, as described
in Self Service Login process,
Step 6.
r@, Integrated Trusted Registration Application - Self Contained (ITRA-5C) | =HACT &J
I-TRA ITRA Main Menu
You have been granted access to the ITRA application.
TRA: Please select the desired action:
'@ CREATE CERTIFICATE
RECOVER. CERTIFICATE
7 Continue Exit
) Currently, there are two actions you can perform:
Create Certificate and
Recover Certificate.
After an action is selected, press the CONTINUE button. After the CONTINUE button
is clicked, the only way to change actions is to end the session, re-launch ITRA, and
begin the process again.
Throughout the I[TRA application, the EXIT button will end the session, and the
CANCEL button will return you to the previous screen.
Obtained token SM.
Ensure the Create Certificate Radio button is selected
and click [Continue]
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Step | Instructions Comments
%] Integrated Trusted Registration Application - Self Contained (ITRA-SC) o | B || |f the User token |S not inserted
ITRA TRA Action and selected, the ITRA
application will inform the user
with warning messages and on-
screen text, until the User token
selection is done properly.
TRA: Please insert and select the End User token at this time.
Press CONTINUE to proceed or EXIT to end this session. An example Of Warning
Message:
8. Warning Message lﬂhj
! . Your TRA token is selected! Please select an End User token.
SEqince (mEd
In order to proceed, the End User token must be inserted and selected. Do not select your TRA token.
Read and follow the instructions on the screen, and click the CONTINUE button to proceed when ready.
Obtained token SN.
Insert and select <User iKey> in an USB slot and click
[Continue]
| | Integrated Trusted Registration Application - Self Contained (ITRA-5C) SRICE X Th|S and S| m | |ar addltlonal
ITRA TRA Action instructions could be skipped if
the User token selection is
completed on Step 8.
Error: Your TRA token is selected!
TRA: Please insert and select the End User token at this time.
Press CONTINUE to proceed or EXIT to end this session.
9.
ey
In order to proceed, the End User token must be inserted and selected. Do not select your TRA token.
Read and follow the instructions on the screen, and click the CONTINUE button to proceed when ready.
Logging in End User.
If it’s not done already, insert and select the <User iKey>
and click [Continue]
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Step | Instructions Comments
|£| Integrated Trusted Registration Application - Self Contained (ITRA-SC) |£Iﬂli_hj Note <Reference Numbe r>
I-TRA Create User Profile and <Authorization Code> can
Please enter the credential information: be obtained by contacting the
End User: Please enter the following information: Fiscal IT Service PESk @ 304-
480-7777 and asking for “your
Reference Number: Eracty st dors) Token’s Activation Codes”
Authorization Code: (Three groups of four alpha-numeric characters)
Profile Name: (Example: JDoe)
PIN: (See the rules below)
C f PIN: (Must exactly match the PIN above)
e Note: The “PIN Rules”
PIN Rules: | .
minimum length: 8 characters dlsplayed on the screen belong
PINs never expire to the TRA user’s credential
policy. The newly entered
<Credential PIN> required
format is:
[Ew - 8 Characters minimum
Creating credential, - AIpha-Numer'C
10. - Must contain 1 Uppercase, 1
In the field “Reference Number” enter <Reference Lowercase, 1 Numeric, & 1
Number> Special Character
In the field “Authorization Code” enter <Authorization
Code>
In the field “Profile Name” enter desired text for the token
label — it will help to better identify iKey in SafeNet
reader.
In the field “Create PIN” enter <Credential PIN>
In the field “Confirm PIN” enter <Credential PIN>
Click [Continue]
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Step | Instructions Comments
'é‘ Integrated Trusted Registration Application - Self Contained (ITRA-5C) SRACE X ]
I-TRA Create User Profile
TRA: Profile will be written to the token for [ch_ITRAZ].
Press CONTINUE to proceed or CANCEL to return to the previous
screen.
11.
Creating credential.
Review the information on the screen and click
[Continue]
[ Integrated Trusted Registration Application - Self Contained (ITRA-SC) =3 % While the System creates the
I-TRA Create User Profile credential, the status message
will display information about
the specific step that is being
Creating profile for ch_ITRAZ. performed, In the tOp Ieft corner
of the screen.
This process may take a couple minutes.
WARNING: Removing the token while The examples are:
writing may damage the token.
12. [

Please be patient ..

Please wait. This can take a while...

Creating credential.

o B

kreah’ng credential - writing credentials on slot: 3 ‘

| | Creating credential

%

'

=

|£ Creating credential =

Sigature best woycke: Hof 3

Wait for ITRA to finish writing the selected credential to
the selected token

e
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Step

Instructions

Comments

13.

| | Integrated Trusted Registration Application - Self Contained (ITRA-SC) =R X

I-TRA Profile Status

Profile has been successfully created for [ch_ITRAZ],
{cn=ch_ITRA2,0u= 3

TRA & End User: Please verify the abave information in brackets
is the caorrect User and Agency name. If there is a discrepancy, please
immediately notify the Fiscal IT Service Desk: 304-480-7777.

TRA: Please remove End User token and click OK.

oK
The credentials have been successfully created. You should review the created credentials.
Currently, this application does not allow incorrectly issued credentials to be revoked. In
this case you have to notify the Fiscal IT Service Desk: 304-480-7777.

Done.,

Review displayed information for accuracy. Remove
your token from the system and click [OK]

Helpful Hint: Some times, TRA might select to create a certificate, but the
authorization codes had been issued for the key recovery. In such cases, the
ITRA will display the “ITRA: Create Error” message (Figure 5-1). The TRA
can select the “Recovery” option and proceed with credential recovery without

re-entering authorization codes.

[TRA: Create Error [ﬁj

! The key should be recovered, not created.

Select Skip to create credential using new codes,
Select Exit to end this session.

¢ Recover || Skip || Exit |

Select Recover to recover credential using entered codes,

Figure 5-1 TRA Assisted Create Error: the Authorization Codes are valid for Key Recovery
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5.2 TRA Assisted Recovery
| NOTE: A TRA is required for this process.

TRAs use the following steps to recover a user’s Level-3 token. The following variables are
required to accomplish these steps: <User iKey>, <Reference Number>, <Authorization
Code>, <TRA iKey>, and two <Credential PIN> (the TRASs and the Users)

Helpful Hint: If there is no keyboard activity (mouse movement or
keyboard entry) for 20 consecutive minutes, ITRA automatically,
without prior warning, logs a user out.

NOTE: TRA Assisted recovery will only recover the PKI Credential currently on the
<Users iKey>.

Table 5.2-1 TRA Assisted Recovery

Step | Instructions Comments

1| Launch ITRA Section 2.3 contains execution

steps
2. | Click [TRA Assisted Create/Recovery]
Ensure that <TRA iKey> is inserted into the USB Reader = 5
3. . o . i, :
and a light on the token is illuminated. &H \’

Warning Message @

! You have accessed a United States Government computer. Unauthorized use of this

computer is a violation of Federal law and may subject you to civil and criminal penalties.

This computer and the automated systems which run on it are monitored. Individuals are not
4_ guaranteed privacy while using government computers and should, therefore, not expect it.
Communications made using this system may be disclosed as allowed by Federal law.

Read the warning and click [OK]
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Step | Instructions Comments
( | If multiple tokens are connected
PKI Credential PIN Dialog == P :
to your computer, you will be
o Enter credential PIN: prompted to select the
w appropriate token from “PKI
5. Token Selection Dialog” before
Cancel entering PIN (see Figure 3-2).
Enter the TRA’s <Credential PIN> and click [OK]
Note: if there are updates
pending for the TRA credential,
| ] Information: s the User Crt_edenthl Status _
screen will display information,
6. Logging into credential. Please wait. .. similar to Figure 3-1. It is
strongly recommended that
TRA perform the pending
Wait for the system to log you in credentials update, as described
in Self Service Login process,
Step 6.
r@, Integrated Trusted Registration Application - Self Contained (ITRA-5C) | =HACT &J
I-TRA ITRA Main Menu
You have been granted access to the ITRA application.
TRA: Please select the desired action:
CREATE CERTIFICATE
7 Continue Exit
) Currently, there are two actions you can perform:
Create Certificate and
Recover Certificate.
After an action is selected, press the CONTINUE button. After the CONTINUE button
is clicked, the only way to change actions is to end the session, re-launch ITRA, and
begin the process again.
Throughout the I[TRA application, the EXIT button will end the session, and the
CANCEL button will return you to the previous screen.
Obtained token SM.
Ensure the Recover Certificate radio button is selected
and click [Continue]
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Step | Instructions Comments
|| Integrated Trusted Registration Application - Self Contained (ITRA-SC) b= | O e Note: Authentication Codes
I-TRA File Decryptio are seldom distributed via an

encrypted file. If an encrypted
TRA: Is there a file to decrypt that contains the Authorization Code for file was _recelved please contact
this End User? IT Service Desk @ 304-480-
Select YES to decrypt the stored file. 7777 for proper Instructions.

Select NO to manually enter Authorization Code.

Press EXIT to end this session.

8.
Yes No Exit
You have chosen KEY RECOVER action {(Recaover Certificate )
You may choose to decrypt a file which contains the authorization code and extract the
authorization code automatically. In this case, select YES on this screen and the next screen will
allow you to browse for the file.
Alternatively, you may select NO on this screen, and you will be prompted to type the
authorization code manually.
For both options, do not remove TRA token unfil instructed to do so.
Click [No] to proceed to Authorization Code manual entry
| £ Integrated Trusted Registration Application - Self Contained (ITRA-5C) =RAC &‘ If the User token iS not inserted
ITRA TRA Action and selected, the ITRA
application will inform the user
with warning messages and on-
screen text, until the User token
selection is done properly.
TRA: Please insert and select the End User token at this time.
Press CONTINUE to proceed or EXIT to end this session. An example Of Warning
Message:
9. Warning Message &J

! . Your TRA token is selected! Please select an End User token.

In order to proceed, the End User token must be inserted and selected. Do not select your TRA token.
Read and follow the instructions on the screen, and click the CONTINUE button to proceed when ready.

Obtained token SN.

Insert and select <User iKey> in an USB slot and click
[Continue]
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Step | Instructions Comments
| %] Integrated Trusted Registration Application - Self Contained (ITRA-SC) ‘ = |6 &J Note: <Reference Number>
I-TRA Recover User Profile and <Authorization Code> can
Please enter the credential information: be Obtained by Contacting the
End User: Please enter the following information- Fiscal IT Service !:)eSk @ 304-
Reference Number: | (Exactly eight digits) 480_7777 and a_SkIng for yOUf
Authorization Code: (Three groups of four alpha-numeric characters) TOken,S ACtIVatIOn COdeS"
Eroﬁle Name: (Example: JDoe)
PIN: (See the rules below)
Confirm PIN: (Must exactly match the PIN above)
PIN Rules: Note: The “PIN Rules”
e e Creracers displayed on the screen belong
to the TRA user’s credential
policy. The newly entered
<Credential PIN> required
ot | format is:
ceatmgaedenta. ||| - 8 Characters minimum
10. - Alpha-Numeric
In the field “Reference Number” enter <Reference - Must contain 1 Uppercase, 1
Number> Lowercase, 1 Numeric, & 1
) o o Special Character
In the field “Authorization Code” enter <Authorization
Code>
In the field “Profile Name” enter desired text for the token
label — it will help to better identify iKey in SafeNet
reader.
In the field “Create PIN” enter <Credential PIN>
In the field “Confirm PIN” enter <Credential PIN>
Click [Continue]
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Step | Instructions

Comments

I-TRA Recover User Profile

TRA: Profile will be written to the token for [ch_ITRA28].

Press CONTINUE to proceed or CANCEL to return to the previous

screen.

| £| Integrated Trusted Registration Application - Self Contained (ITRA-5C) l =ANCN X

11.
Creating credential.
Review the information on the screen and click
[Continue]
r@ Integrated Trusted Registration Application - Self Contained (ITRA-5C) = & B9 Whl Ie the System recovers the
I-TRA Recover User Profile credential, the status message
will display information about
the specific step that is being
_ _ performed, in the top left corner
Creating profile for ch_ITRAZ28.
of the screen.
This process may take a couple minutes.
) ) The examples are:
WARNING: Removing the token while
writing may damage the token. r Y
12. || Recovering credential =NAcy X

Please be patient. ..

Please wait. This can take a while... Creating credential.

Wait for ITRA to finish writing the selected credential to
the selected token

Fecn\rering credential - writing credentials on slot; 3 ‘

L9

F |

|| Recovering credential o | e

Fignab.lre test cyde: 10f3 ‘

L%
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Step | Instructions Comments
| £| Integrated Trusted Registration Application - Self Contained (ITRA-5C) ‘ = | B S|
I-TRA Profile Status

Profile has been sucressfullv created for [ch ITRA28],
{cn=ch ITRAZ8 ou= 13

TRA & End User: Please verify the above information in brackets
15 the carrect User and Agency name._ If there is a discrepancy, please
immediately notify the Fiscal IT Service Desk: 304-480-7777.

13 TRA: Please remove End User token and click OK.

TRA: For additional Key Recovery actions, re-launch ITRA and begin
the process again.

oK
The credentials have been successfully created. You should review the created credentials.
Currently, this application does not allow incorrectly issued credentials to be revoked. In this
case you have to notify the Fiscal IT Service Desk: 304-480-7777.

Done,

Review displayed information for accuracy. Remove
your token from the system and click [OK]

Helpful Hint: Some times, TRA might select to recover a certificate, but the
authorization codes had been issued for the credentials creation. In such cases,
the ITRA will display the “ITRA: Key Recovery Error” message (Figure 5-2).
The TRA can select the “Create” option and proceed with credential creation
without re-entering authorization codes.

ITRA: Key Recovery Error I,iE-J

The key should be created, not recovered.

Select Create to create credential using entered codes.

Select Exit to end this session.

[ Create || Eat |

L

Figure 5-2 TRA Assisted Key Recovery Error: the Authorization Codes are valid for Credentials
Creation
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Appendix A — Troubleshooting Tips

A-1 General Issues
The following items will cover common errors a user may receive while using ITRA or common
actions a user may need to take.
A-1.11TRA Maintenance Page
When ITRA application is shut down for maintenance, the users will not be able to access the

normal ITRA screen, as shown in Figure 2-2, and instead, the approximated maintenance web
page will be displayed (see Figure A-1):

| 4| Integrated Trusted Registration Application - Self Contained (ITRA-SC) . I ey = o

U.S. Deparfment of the Treasury

Warning!

You have accessed a United States Government computer. Unauthorized use of this computer is a viclation of Federal law and m3g
criminal penalties. This computer and the automated systems which run on it are monitored. Individuals are not guaranteed priva
computers and should, therefare, not expect it. Communications made using this system may be disclosed as allowed by Federal

Attention: The non-browser (Self Contained) version of ITRA is available. Please contact your desktop administrators and h
ITRA Self Contained Application. Web browser access te ITRA will no longer be available after September 30, 2014, For addit
contact the Fiscal IT Service Dask: 204-480-7777 or itservicedesk@bpd.treas.gov.

The Integrated Trusted Registration Agent (I-TRA) application is currently unavailable. Please check back at a later time.

This wreb page is provided by Burcau of the Fiscal Service as & means of acoessing appl and disseminating up-to-date information about thase applications. Any ether usag)
Accessibility
< | 11 F

Figure A-1 ITRA Maintenance Page displayed on ITRA Self-Contained main screen

When the ITRA maintenance page is displayed, the users can only wait for ITRA to be started in
its normal mode. The users may call the Fiscal IT Service Desk, to inquire when ITRA is
planned to become available.
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A-1.2 ITRA Cannot Connect to Server

There are many different reasons why ITRA client is unable to connect to ITRA server. The user
will receive the Fatal Error (Figure A- 2) that indicates that system is “Unable to start ITRA”.

FATAL ERROR e

'8' ERROR:  Unable to stait ITRA.

M REASOM:  Error checking ITRA availability.
(Application shutting down autornatically in 30 seconds unless "Show
Details" button is pressed. Mote that buttons may be inactive, depending

upcn the error.)

| EXIT | | Show Details >>

L

Figure A- 2 Fatal Error message: Unable to start ITRA

It is very important to collect as much information as possible about this error and send all
collected information to the Fiscal IT Service Desk. See Section A-5 for instructions on
collecting error information.

A-2 Issues with Security Token (iKey)

When ITRA application cannot find any tokens attached to the user’s workstation, it will display
a corresponding error message.

FATAL ERROR [

'8' ERROR:  Cannot Log into PKI.
"M@ REASOM:  Error reading or communicating with token: Error Code#-1 No

active token slots found
(Application shutting down autornatically in 30 seconds unless "Show
Details" button is pressed, Mote that buttons rmay be inactive, depending

upon the error.)

; EXIT | Show Details »>

b

Figure A- 3 ITRA Cannot Find Token (iKey)

Another indication that iKey is not found is a Warning Message as shown on Figure A- 4.
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-

Warning Message

=2

The End User token is not inserted/selected (or defective)! Please insert.

Figure A- 4 Self Service Create/Recovery: Cannot Find Token (iKey or eToken)

The users may follow the steps below, to attempt to remedy the issue.

A-2.1

View iKey/eToken Contents

Accomplish the following step to view the certificates on a token. Successfully accomplishing
this task proves your token is properly inserted in the computer.

Table A-2-1 View Token Contents

Step

Instructions

Comments

Insert <User iKey> into a USB port and wait for a light on
the token to illuminate

& »

@ Default Pragrarms

[ Desktop Gadget Gallery
@ Internet Explorer
] Windows DVD Maker
G2l Mindows Fax and Scan adrmin
 indows Media Center
@ Weindowes Media Player
::__I Windows Update

< XPS Viewer

. Accessories

Documents
Pictures

Wusic
.. Financial Management Service i
W Garnes Computer
) Integrated Trusted Registration &pplicat
. Maintenance
L ZafelMet
. Zafelet Authentication Client Devices and Printers
(S) SafeMet Suthentication Client Tc
';5;' SafeMet Authentication Client Default Prograrms

Control Panel

L Secutor
. Startup Help and 5

4 Back

| |Searrh programs and filss

Rz - O
Click Start -> All Programs -> SafeNet -> SafeNet ->
SafeNet Authentication Client Tools
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Step

Instructions

Comments

(S) SafeMet Authentication Client Tools

@a‘fe let.

SafeNet Authentication Client

g ch_ITRA10
Rename Token
369363  Change Token Password

Unlock Token

® Delete Token Content
p View Token Information

Disconnect SafeNet eToken Virtual

www.safenet-inc.com

If you receive a Screen similar to the above, then the
inserted iKey is recognized by SafeNet.

Note: if you receive a
screen in which the left
hand space is blank, then
SafeNet is not
recognizing the iKey.
Attempt to re-insert the
offending iKey and
refresh the window. If
problem persist contact
the Fiscal IT Service
Desk @ 304-480-7777
for resolution.

If the SafeNet correctly displays the token, then please collect the information as described in
Section A-5 and send the detailed information to the Helpdesk. The most probable cause of this
problem is incomplete installation of SafeNet, but this should be confirmed by Helpdesk.

A-3Issues with Login to ITRA

When the token is recognized by SafeNet and ITRA, the login to ITRA might still fail for
numerous reasons. This document only lists the two cases that are relatively easy to identify and
take appropriate action. For all other errors, users should collect the detailed information (see

Section A-5) and contact Fiscal IT Service Desk for additional help.

A-3.1Your Certificate Has Expired

FATAL ERROR

e

ERROR: Cannak Log inko PEILL
REASOM:  Your certificate has expired.

Please contact helpdesk to createfrecover the certificate,
(Application shutking down automatically in 30 seconds unless “Shiow
Details" button is pressed. Mote that buttons may be inactive, depending
upon the errar, )

EXIT | [ Show Details >> |

Figure A-5 Login Failed: Expired Certificate

Ver. 1.2 Page 33 of 38




ITRA Self-Contained Users Guide December 31, 2014

Receiving this error means the PKI credential has expired. The user must contact his/her Help
Desk for more information and probably, start Key Recovery process.

A-3.2TRA Access Fails

A user who can perform TRA role must have a valid token (iKey or eToken) with Level-
3/Medium Hardware-Assurance credentials. In addition, a special PKI role “TRA” must be
assigned to the TRA credentials in the PKI. If any of these requirements have not been satisfied,
access to the “TRA Assisted Create/Recovery” functionality of ITRA will be denied to the user.

If the TRA certificate expired, the TRA user will not be able to login to perform TRA Assisted
Create/Recovery actions: see Section A-3.1.

When the TRA certificates are currently valid, there can be denial of access if credentials are not
Level-3. The resulting error message is shown on Figure A- 6.

FATAL ERROR [

I.Q.I ERROR:  Authorization denied.
"M REASON:  Found no valid OIDs, The authorization level is insufficient for
this applicaticn.

(Application shutting down automatically in 30 seconds unless "Show
Details” button is pressed. Mote that buttons may be inactive, depending

upcon the error.)

; EXIT | | Show Details > >

A

Figure A- 6 TRA Login Failed: credentials must be Level-3

When the TRA certificates are currently valid and are Level-3, the TRA login will fail if the user
is not assigned TRA role. The resulting error message is shown on Figure A- 7.

FATAL ERROR [

|'0’| ERROR:  Authorization denied.
N REASOM:  Useris not a TRA.
SUGGESTIOM:Valid TRA should re-legin to the application.

(Application shutting down autornatically in 30 seconds unless "Show

Details" button is pressed. Mote that buttons may be inactive, depending
upcn the error.)

| EXIT | Show Details >>

L

Figure A- 7 TRA Login Failed: User is not a TRA
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In all cases, the user should find a TRA who can successfully login to the ITRA and perform
TRA Assisted Create and Recover actions. Call the helpdesk if you need help locating such
TRA user.

A-4 Issues with Credential Management
There are many different causes that might lead to failure of credential management. This

document only lists the two cases that are relatively easy to identify and take appropriate action.
For all other errors, users should collect the detailed information (see Section A-5) and contact

Fiscal IT Service Desk for additional help.

A-4.1Bad Reference ID

ITRA Error Message E

@ Ticket request contains bad reference ID.

Exception details

gov.teeas. fme. loader . LoaderException:
Error Codefl1l1011 Error 11011 in

ticket issuance.

| £

[ ok ][ savetoFie |

Figure A- 8 Error Message: Bad Reference ID

A bad <Reference Number> was entered during one of the following steps:

- Step 5 of Self Service Create Recovery:

e The most probable cause is mis-typed number.
e Another option is using self-service create/recover process for Level-3 credentials. If this
is the case — the user must use TRA Assisted create/recover process.

- Step 10 of TRA Assisted Create or Step 10 of TRA Assisted Recovery:

e The most probable cause is mis-typed number.
e Another option is the reference number that is already used.

User should click [OK] and attempt the appropriate step again. If the problem persists, please
contact the IT Service Desk to confirm the Reference Number.
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A-4.2 Authorization Codes Do Not Match

The authorization codes must match, for the credential management to complete successfully.
When the reference number and Authorization Code do not match, the credential creation fails
with the error shown on Figure A- 9.

FATAL ERROR e

8 ERROR:  Create credential Failed.

REASOM: The authorization code does not match the reference number,
SUGGESTION: Check the authorization code and try to create credential again,
tApphication shutting down automatically in 30 seconds unless "Show
Details” button is pressed, Note that buttons may be inactive, depending
upon the emar.)

EXIT | | Show Details >> |

b

Figure A- 9 Authorization Codes do not match

The <Authorization Code> does not match the <Reference Number> during Self Service
Create/Recovery or TRA Assisted Tasks. User should capture error message by following
directions outlined in Section A-5, and open a ticket with the IT Service Desk

A-5 Collect Information for Helpdesk Ticket

When an ITRA user requests help from the Fiscal IT Service Desk, any details about the error
will greatly speed up the problem resolution. That is why the ITRA developers provided several
convenient ways to assist ITRA users with collecting important information about ITRA client
installation and errors that might occur. Please follow the steps specified below and attach the
resulting text files to the email with your service ticket request.

A-5.1Capture Error Details for Helpdesk Ticket

The following steps should only be accomplished at the direction of the IT Service Desk. The
following details how to properly save the error message output the IT Service Desk Personnel
will require to resolve the error.
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Table A-5-1 Capture Error Details into the file

Step

Instructions

Comments

F
FATAL ERROR

===

|@|

ERROR:
REASON:

Cannot Log into PKL

Error reading or communicating with token: Error Code#-1 No
active token slots found

(Application shutting down automatically in 30 seconds unless "Show

Details" button is pressed, Note that buttons may be inactive, depending
upen the error.)

|§ EXIT | | Show Details >>

Click [Show Details>>]

.Ql

FATAL ERROR

X3

ERROR:  Cannot Log into PKIL

REASOM:  Errer reading or communicating with token: Error Code#-1 No
active token slots found

Details:

gov.treas.fms.loader.client.FatalloginException: O

Error Code#-1 Error reading or communicating with
token: Error Code#-1 No active token =slots found
—-With Embedded Throwable-->
gov.treas.fms.loader.client.FatalloginException:
Error Code#-1 No active token slots found
at
gov.treas.fm=s.loader.client.UserTokenMgtEntImpl.ge

tPECS11LibraryConnection (UserTokenMgtEntImpl. java:
24€)

(Application must shut down.)

| EXIT | [<< Hide Detailsl [ Save to File

Click [Save to File]
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Step | Instructions

Comments

-

FATAL ERROR

'@' ERROR:
& peason:

Details:

Cannot Log into PKIL
Error reading or communicating with token: Error Code#-1 No
active token slots found

SAVED DETAILS TO FILE (select and copy path):

\Users\admin‘\AppDataiLocalLow\sun\Java\Deployment\ITRANtmp\FatalError_05-
14-2013_12-02

=X

Source)

Source)

known Source)

at java.lang.reflect.Method.invoke (Unknown

at

gov.treas.fms.loader.client.Bootipplet.init (Boothp
plet.java:121)

at sun.applet.hAppletPanel.run (Unknown

at java.lang.Thread.run (Unknown Source)

(Applicaticn must shut down.)

[

EAT | [ << Hide Details | | SavetoFile |

above)

The Error is saved to the identified location and file name
under the SAVED DETAILS TO FILE line (highlighted

The information in
this file will need to
be sent to the IT
service desk: Users
should browse to the
stored file location
and attach file to an
email.

A-5.2Capture

ITRA Execution Thumbprint

The following text file could be found in the local ITRA installation directory [ITRA_HOME]:

C\[ITRA_HOME]\tmp\ltraExecThumbPrint.txt

The information in this file will need to be sent to the IT service desk: Users should browse to

the stored file location

Ver. 1.2
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